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Ayrentudukanus

bezonacuocTs nHpopManuu

l'ocynapcrBenHas
nHpOpMAIMOHHAS CUCTEMA

Hoctyn k uHGopmanuu
HocTynmHoCTh

3amuTta nHGOpMaIun
OT HECAaHKLMOHUPOBAHHOTO
JocTyna

Samuiraemas HHGOPMAIIHS

Nnentnduxarnms

Nndopmannonnas cucrema

NudopmanrionHsie pecypcsl

Nudopmanrionusie
TEXHOJIOTUU

Nudopmanus

KoHnTponupyemas 30Ha

KoudunenmnmansHOCT

O6paboTka nepcoHaIbHBIX
JTaHHBIX

TEPMUWHBI U ONPEJIEJEHUA

JelictBUsi 1O TpOBEpKEe NOMJIMHHOCTH CyOBEKTa JOCTyma
B MH(POPMALIMOHHOH cUCTEME

CocrosiHMe  3aUIMIIEHHOCTH HHMOpPMAIMU, TPU KOTOPOM
obOecrieyeHbl €€  KOH(UIACHIMAIBHOCTH,  JIOCTYIIHOCTb
U IIETIOCTHOCTb

WNudopmanmonnas cucrema, co3iaBaeMasi B IeJsX pean3aluu
MOJTHOMOYU I rOCyJapCTBEHHBIX OpraHoB
u oOecrieueHns oOMeHa uHpOpMaNUEl MEXIy JITHMHU
OpraHamu, a TaKke€ B HMHBIX YCTAaHOBJICHHBIX (eaepalTbHbBIMH
3aKOHaMHU IIEJIsIX

Bo3MoskHOCTB TIOTydeHUs] HH)OPMAIIMK U €€ HCIIONb30BaHMS
Cocrosinue uHMOpMAIUU, XapaKTEPU3yeMOe CIOCOOHOCTHIO
TEXHUYECKUX CPEACTB W HH(MOPMAIMOHHBIX TEXHOJIOTUH
obecrieunBaTh OECHPENATCTBEHHBIM J0CTYn K HH(pOpMauu
CyOBEKTOB, HIMEIOIINX HA 3TO TIOJTHOMOYHS

3ammra wHQOpMAIMK, HANpaBlIeHHAs HA TPEIOTBpAIICHHUE
MOJTydeHHUsT 3allliIaeMoil MH(OpMAIMH 3aWHTEPECOBAHHBIMHU
CyObeKTaMU C HapyIICHHEM YCTaHOBJICHHBIX HOPMAaTHBHBIMHU
U TPaBOBBIMH JOKYMEHTaMH (aKkTaMHu) WM 00JagaTensiMu
nHGOpMAIIMKA TIpaB WM TPAaBHI pPa3TPaHUYCHUS JOCTyIa
K 3aluniaeMoi nHpopMaImu

Nudopmanusi, sABIAOMIAsICS TPEIMETOM  COOCTBEHHOCTH
U TIOJUIeKaliasl 3alluTe B COOTBETCTBUU C TpeOOBaHUSMU
MPABOBBIX JIOKYMEHTOB W TpeOOBaHUSAMU,
yCTaHABJIMBAEMBIMHU COOCTBEHHUKOM HH(POPMAIIHH
[IpucBoenue cyObekTaM U 00bEKTaM JOCTyIa WASHTU(UKATOPA
U (ATM) CpaBHEHHME TPEABABIIEMOTO0  HIASHTHU(UKATOpa
C TIepeYHEeM MPUCBOCHHBIX UICHTH(PUKATOPOB

CoBOKYIHOCTh cojieprKalieiicss B 0azax JaHHBIX HHPOpMaIUU
u obecrieunBarOMX ee  00paboTKy  HMH(OPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJICTB

OTtaenbHBIE TOKYMEHTHI U OTAEIbHBIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBl M  MAacCHUBBI  JOKYMEHTOB,  COJEpKal[uecs
B MHOPMAIIMOHHBIX ~ cUcTeMax (OMOJMOTeKaX, apXuBax,
donmax, 6aHKax JNaHHBIX, HHPOPMAIIMOHHBIX CUCTEMAaX IPYTHX
BHJIOB)

[Ipouecchl, mMeTonpl moucka, cOopa, XpaHeHUs, 00pabOTKH,
MPEIOCTABIICHUS, PACIPOCTPaHEHHUsI MH(OPMALIUU U CHOCOObI
OCYIIIECTBIICHUS TAKUX MPOLIECCOB M METO/I0B

Cenenus (coobmenus, JTAaHHBIE) HE3aBUCHUMO
oT (popMBI UX TIPEICTABICHUS

[IpoctpancTBo  (TeppuTopus, 34aHUE, YacTh  3JaHHUS),
B KOTOPOM HCKJIIOUEHO HEKOHTPOJIHMpYeMoe NpeObIBaHUE JIUL,
HE HMEIOIIMX T[IOCTOSHHOTO WMJM  pa3oBOr0  JIOIMYCKa,
U TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJICTB

OO0s13aTeNbHOE IS BBITIOJIHEHUS JTUIOM, MOJYYUBIIAM JOCTYII
K OIpeneleHHol wuHpopMmanuu, TpeboBaHHE HE IepeaBaTh
Takylo uH(popMmanmi TpeThUM JHIaM 0e3  coryacus
ee obnaaarens

JleiicTBus (omepaliiu) ¢ MepCOHATbHBIMU JaHHBIMH, BKIIIOUast
cOop, cHucTeMaTHU3aluio, HAKOIUIEHHE, XpaHEHUE, YTOUYHEHHE



Onepatop

[TepconanbHbIE TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpOpMAIUH

VYa93BUMOCTD

IlenocTtHOCTH

(oOHOBJIEHUE, U3MEHEHHE), HCIIOJIB30BaHHUE, PACTIPOCTPAHEHUE
(BTOM 4umcie mepenady), o0Oe3NTMUMBAaHUE, OJOKHPOBAHUE,
YHUYTOKCHUC IICPCOHAJIBHBIX JaHHBIX

TpaXJaHUH WO  IOPUAWYECKOE JIMIO, OCYIIECTBIISIONINE
JEeATENbHOCTh 0 SKCIUTyaTallui WH(GOPMAIMOHHON CHCTEMBI,
B TOM 4HCIE MO0 00paboTke HWHGOpMAIUH, COJepKameics
B e 0a3ax JaHHBIX

JIrobast mHpOpMAIUs, OTHOCSIIASACS K TPSIMO WJIH KOCBCHHO
OTIPE/ICTICHHOMY WJIM OIpeAesieMOMY (PU3NIECKOMY JIUILY

CoBOKyNHOCT, ~ yclOBUH U (pakTOpOB,  CO3JAIOLIUX
HNOTEHLHUAIbHYIO WIH peanbHO CYLIECTBYIOLLYIO
OIIACHOCT, CBSI3aHHYIO C YTEUKOH uH(popManuu

W/WIM HECAaHKLIIMOHUPOBAHHBIMU W/MJIM  HENpPeIHAMEPEHHBIMU
BO3JICUCTBUSIMU Ha HEe

Henocratox (cmaboctp) MIPOrPaMMHOTO
(IporpaMMHO-TEXHUYECKOTO0) CPEACTBA UM MH(POPMAITMOHHOMN
CUCTEMBI B I1I€JIOM, KOTOpbIM (KOTOpas) MOXKET ObITh
UCIOJb30BaHAa  JUId  pealM3aluud  yrpo3  0e30MacHOCTH
nHpopmanuu

YcroitunBocTh HMH(OpMAMM K  HECAaHKIIMOHUPOBAHHOMY
WM CITy4ailHOMY BO3JIEHCTBHUIO Ha Hee B Ipoliecce 00paboTKu
TEXHUYECKUMHU CPEJICTBAMHU, PE3YJIbTaTOM KOTOPOTO MOXKET
OBITH YHUUTOXKEHUE U UCKAKEHNE HHPOPMAIUH



OBO3HAYEHUSA U COKPAILIEHUA

I'oCT P — Tl'ocynapcrBennslii crannapt Pocculickoit @enepannu

[Tosmtrka — INomutuka wHOpMaMOHHONW Oe3omacHOCTH [ 'ocynapcTBeHHOE
OI0JDKETHOE JIOIIKOJIBHOE 00pa30BaTEIbHOE YUPEKICHHE IETCKHMA
cag Nell Ilpumopckoro paitona Cankr- [lerepOypra

I'BAOY nerckmii cag Nell — T'ocymapcTBeHHOE OMODKETHOE — JOMIKOJBHOE  00pa3oBaTelbHOE
yupexxaenue gerckuit cax Nell Ilpumopckoro paiiona CaHKT-
[TerepOypra

®CBb Poccun — OenepanbHas ciryx0a 6e3omacHocTu Poccutickoit denepanuun

OCTIK Poccun — @enepanibHast ClIy>k0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO



1 OBIIME NOJOXEHUSA

Hacrosmas [lonutuka sBisercs JOKYMEHTOM, ONPEEIISIONIMM HallpaBJICHUs €S TEIbHOCTH
B oOmactu oOecrieueHuss WHGPOPMAIMOHHON  OE30MAaCHOCTH W TPEICTABISIET  COOOM
CHCTEMaTH3MPOBAHHOE M3JIOKEHUE IIeJIel U 3a/1a4 HHPOPMALMOHHON 06€30TaCHOCTH, KaK OJJHO WU
HECKOJIBKO IpaBWJl, IPOLEAYp, IPAKTUUECKUX NPUEMOB U PYKOBOISILUX MPUHIMIIOB, KOTOPHIMU
pykoBoactByercs ['BJIOY nerckmii cag Nell, a Takke opraHu3allMOHHBIX, TEXHOJOTHYECKUX H
MIPOLICYPHBIX ACMIEKTOB 00ecIIeueHHsI HHPOPMAITMOHHON 0€30TTacHOCTH.

[lonoxenust  Hacrosimedt  [lonmuTuku  HE  pacmpocTpaHsAOTCS Ha  oOecrieueHue
MHGOPMAIIMOHHOM 0€30MMaCHOCTH CBEJICHNUH, COCTABISIONINX FOCYIApPCTBEHHYIO TalHY.

OcHoBHOU 3aiaueii B oOnactu nHpopmanuonaoi 6e3onacHoctu ['BIOY nerckwmii cam Nel 1
MPU3HAET COBEPLIEHCTBOBAaHHME MeEp U CpPEACTB oOOecrneueHus 3aliuThl  HHQOpPMAIUH
nHpopmannoHHbIx pecypcoB ['BJIOY nerckmii cag Nell B KOHTEKCTE pa3BUTHS 3aKOHOATENbCTBA
Poccuiickoit ®@enepaniui 1 HOPM PETYIUPOBaHUS HWH(GOPMALMOHHON NEATENbHOCTH B TEKYLIUX
YCIOBUAX (QYHKIMOHUPOBAHUS WH(OPMALMOHHOTO TOJIS.

[Ipu pazpabotke [IoIUTHKN yUYUTHIBAIMCH OCHOBHBIE IPUHIIMIIBI CO3JJAHUSI CUCTEM 3aILUThI
nH(pOpMallUY,  XapaKTEpPUCTUKM M BO3MOKHOCTH  OPraHU3alMOHHO-TEXHHYECKHX  Mep
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-MPOrPaMMHBIX CPEJCTB 3aIUTH HHPOPMAITIH.

B pamkax cBoeit gesrensHoctu I'BJIOY merckmii cag Nell obsa3yercsnpeanpuHUMaTh Bce
BO3MOXHBIE MEPBI JIJIs1 3aIIUTHI HHPOPMAIMH OT YIpo3 6€301MacHOCTH HH(OPMALINY.

TpeGoBarusi HWHPOPMAIMOHHON OE30MACHOCTH, COOTBETCTBYIOT IIEISM JIEATEIbHOCTH
I'BIOY nerckuit cam Nellu mpegHazHadyeHbl JUIsi CHUKEHUS PUCKOB, CBSI3aHHBIXC peau3aluen
yrpo3 6e30macHoCTH HHGOPMALIUH.

TTonntnka JOCTYITHA BCEM paboTHUKaM I'BIOY NETCKUU can
Nel 1uBceMonb30BaTENIMETOPECYPCOB.

2 1EJHU U 3AJIAYU OBECIIEUEHUSI TH®OPMAIIMOHHOM BE3OITACHOCTH

CyO0bekTbl HHGPOPMANUOHHBII OTHOLIEHU M

CyObexTamu nipu ooecrnieuenn nHpopmanuonHoi 6ezomacHoctuBl BAOY nmerckmii cam Nell
SIBJISIFOTCS:

PabOTHUKU CTPYKTYPHBIX MOIpa3ziesieHui (B TOM YKcCiie YBOJICHHBIE);

rpaxzaane, paboTarolue Mo J0roBOpaM rpakJaHCKO-TIPaBOBOTO XapaKTepa;

¢busznueckue nuNa, MPEICTABUTENIM KOHTPAreHTOB B paMKaX HCIOIHEHUS JIOTOBOPHBIX
00s13aTEIBCTB;

¢dbuszuveckue nuia, nojaasmue odpamieHue B aapec ['bJIOY nerckuii cag Nell;

IOpUAMYECKUE JIUIA, B paMKax HCIIOJIHEHHS JOTOBOPHBIX 00S3aTENIbCTB WM BO UCHOJHEHUH
TpeOOBaHUI CO CTOPOHBI 3aKOHOIaTeNbCTBA Poccuiickoit denepanuu;

OpraHbl rOCyJJapCTBEHHOM BJIACTH.

O0beKkThl HHPOPMALMOHHBIX OTHOLIEHHU I

O6bexkTamMu HH()OPMALIMOHHBIX OTHOIICHUHSBIISIOTCS:

unpopmannonusie pecypcesl I'BJIOY nerckuii cag Nell;

rocylapcTBeHHble  WH(GOpMalMOHHBIE  cucTeMbl — OmepaTtopoM  KOTOPBIX  SIBISIETCA
I'BAOY nerckuii cag Nell,

nporeccel 006paboTku mHpopmanuu B HH(opManmoHHbIX cuctemax ['BJIOY nerckuit can
Nell, urpopMaIMOHHBIE TEXHOJIOTHH, PETJIAMEHTHI U Mpolexypbl cbopa, oOpabOTKH, XpaHEHUs
U miepenadu nHGopMaIuu;

uHpopmanoHHas HUHQPPACTPYKTypa, BKIIOYAIOIIAs CUCTEMBI 0OpabOTKH, XpaHEHUS
Y aHanM3a uHPOpMaINH, TPOTPaMMHBIE M MPOTPAMMHO-aNapaTHbIe CPEICTBA, B TOM YHCIIe KaHaIbI
CBSI3U UTEIEKOMMYHHKAIIUU;

CUCTEMBI M CPEJICTBA 3aIIUThl HH(POPMAIIUU, OOBEKTHI M MTOMEIIEHUS, B KOTOPBIX pa3MeIIeH bl
cpeacTBa oOpabOTKHU HHPOPMALIUH.

Hean odecnieyennst ”HGOPMAIMOHHON 0€30MACHOCTH

OcHoBHOH 11enb10 0bOecnieuenus nHpopmannonHoi 6e3omnacHocta ['BJIOY nerckwmii cam Nell



SBJITFOTCSI  JICHCTBUSL HAIPABJIICHBI Ha JIOCTIDKEHUE 3alIUTHl CYOBEKTOB HH(OPMAIIMOHHBIX
OTHOIIEHHUHA OT BO3MOXXHOT'O HAaHECEHUSI UM MaTEpUAIbHOTO, (PU3HMYECKOTO, MOPATBHOTO WJIM UHOTO
yiep6a, MOCPEACTBOM CIIyYaHOTO MJIM TIPEAHAMEPEHHOTO BO3JCHCTBHA Ha HH(OpPMAIHIO,
B TOM YHCJIE!

00ecTeyeHUsI0TKa30yCTOHUYNBOTO (G YHKIIMOHUPOBAHUSTIPOT PAMMHBIX
u annapaTtHo-niporpaMMHbIXcpeacTBI BJIOY nerckmii canx Nell u npegocTaBiisieMbIXCEPBHUCOB;

COONIIONICHUST TIPABOBOTO PEKUMa HCIOJIB30BAHUS MAaCCUBOB U CpPEACTB 00paboOTKH
nHbOpMaNNH;

NPEJOTBpAILICHHs]  peau3alii  yrpo3  0e30MacHOCTUMH()OPMALMUIIPH  OCYHIECTBICHUU
nestenbHOCTUl BJIOY netckmit cag Nel 1.

3agauu obecneyeHusi MHPOPMALMOHHOI 0€30MACHOCTH

HoctmxenueneneiiodecrieueHnss MHGOPMaLMOHHON — 0€30M1aCHOCTUHCBONCTBUH(OpMALINHY,
I'BAOY nerckuii cag Nel 1 pemraercs cieayrommuMu3aiadamu:

3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYNAa K MH(POPMAIIMOHHBIM peCypcaM;

pasrpaHuYeHus JOCTYyIa MOJIb30BaTeNel K WHPOPMAIIMOHHBIM, allllapaTHBIM, MTPOTPaMMHBIM
U UHBIM pecypcam;

perucTpani M NEpUOJAUYECKOTO KOHTpOJIA JEWCTBUH TMOJIb30BaTeled mpu o00paboTke
3aluIIaeMon HHPOpMaIH U MEPUOINUYECKU KOHTPOJIb KOPPEKTHOCTH UXICHCTBHIA;

KOHTPOJISl 1LIEJIOCTHOCTH Cpelbl HCIOJHEHHWS NpOrpaMM U €€ BOCCTaHOBJIEHHE B
CllydaeHapyIIeHHUs,

obOecrieueHUsIayTeHTU(PUKAIIMK W WIACHTHU(QUKAIMK  TOJb30BaTeNel,  y4acTBYIOLIUX
B HH(OPMAIIMOHHOM OOMEHE;

obecrnieueHus HCIIPABHOCTH MIPUMEHSIEMBIX B WH(pOPMAITHOHHBIX cucTeMax
I'BAOY nerckuii cag Nell cpencts 3ammThinH(POpMAIINN;

CBOEBPEMEHHOTO BBISIBJICHHE KMCTOYHHUKOB Yrpo3 0e30macHOCTH HMHGOpMaluu, HpUYHH
u YCIIOBH, CIOCOOCTBYIOITUX HaHECCHHIO ymepoa 3aMHTEPECOBAHHBIM
cyOBbekTaMruH(OPMAITMOHHBIX OTHOIIICHUH;

CO3JTAaHUEMCITY)KOBI MOHUTOPHMHTAa M PEarupoBaHUs Ha yrpo3bl 0€30MacCHOCTH HH(OpMaIUH
Y HEraTUBHBIE MOCIE/ICTBUSA;

CO3JaHMEM YCIIOBUU JUIsI MUHUMH3AIMK HAHOCUMOTO yiiepOa HeMpaBOMEPHBIMU JEHCTBUAIMH,
Y YCTpaHEHHE TOCJICACTBUN HapyieHus: nHpopMannoHHoi 6e3onacHoct B 'BJIOY nmerckwmii can
Nell.

Pemrenue BBILLIECTICPEUNCICHHBIX 3a71a4 B I'BIOY NETCKUU can
NellocyiiecTBasieTCOCPEACTBOM

ydeTa BceX MOAIeKAIIUX 3alIUTe HHPOPMAITMOHHBIX PECYPCOB;

KypHAIIMPOBAHUS JEHCTBHUI NEepcoHala, OCYIIECTBISIONIEr0 00CTYyKUBAHUE U MOIU(DUKALIUIO
MPOrPaMMHBIX U TPOTPAMMHO-AIIAPATHBIX CPEICTB HHPOPMAIIMOHHBIX CUCTEM;

permamMeHTaluy mpoieccoB o0paboTku wuHPoOpMmanuu, aedcTBuil pabotHukoB ['BIOY
nerckuii cag Nell, ocyliecTBISIONIMX SKCIUTyaTallMI0 MPOTPAaMMHBIXH MPOrPaMMHO-AIapaTHBIX
CPEICTB, HA OCHOBE YTBEP)KIECHHBIX OPTraHU3aIlMOHHO-PACTIOPSIUTENBHBIX JTOKYMEHTOBIIO 3aIlUTE
nHpopManuy;

Ha3HA4YEeHUS u MOATOTOBKOM pabOTHHKOB, OTBETCTBEHHBIX 3a
OpraHu3alIONOCYIIECTBICHUEMEPONpUATHIIIO00ecnieueHnonHpopMannoHHoibezonacHoctuBl b1
OV perckuii cag Nell;

HaJleleHusl KaXJI0To pabOTHUKAa MHHHMAIbHO HEOOXOAMMBIMU TIpaBaMH TIpU padboTe
B HH(OPMAIIMOHHON HHPPACTPYKTYPECOTIIACHO UXI0KHOCTHBIM 00S3aHHOCTSIM;

coOirofieHusT BCEMU PaOOTHHUKAMH, SKCILTYaTHPYIOIUMUN 00CTYKUBAIOLIUMHU MPOTPaMMHBIE
U TOporpaMMHO-alIapaTHble  CpPeACTBa, TpeOOBaHMIA  OPraHU3alMOHHO-PACIIOPSIUTENBHBIX
JIOKYMEHTOB I10 BOIlpocaM obecrieueHust HH(OpMaIMOHHOH0e3011acCHOCTH;

MEePCOHATBHON OTBETCTBEHHOCTHIOKAXKIOTO PabOTHHMKA 3a CBOM JICHUCTBHUSA, YYACTBYIOIIETO
B paMKaxX CBOHMX (PYHKIIMOHATBHBIX OOS3aHHOCTEH B Mpolleccax aBTOMATH3MPOBAHHOW 00pabOTKH
nH(OPMAILIUY U UMEIOIIETO JOCTYII K pecypcamM HHPOPMAITUOHHBIXCUCTEM;

peanu3anyeil TEeXHOJOIMYECKHX IPOLEeCcCOB 00pabOTKH HH(POPMALMHUCUCIIONb30BaHUEM



KOMIIJIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKUX MEp  3alluThl  I[IPOrpaMMHOro  oOecreueHus,
MPOrpaMMHO-aNNapaTHbIX CPEJICTB;

OpUHATUS Mep TOo oOecrneyeHno (PU3MYECKON IENOCTHOCTH MPOTPaMMHO-AIIapaTHBIX
CPEICTB MH(POPMAIIMOHHBIX  CHUCTEM U HOIIEpKAHUEM HE00X0IMMOTO YPOBHS
3alUIIEHHOCTUKOMIIOHEHTOB;

KCIIOJIb30BAHUSITIPOTPAMMHBIX " MIPOTrpaMMHO-aMMapaTHBIXCPEJICTB 3aIIUTHI
nnpopmanunodpadbareiBacMom B I'BJIOY  gerckmit  cam Nell w  agMUHHCTpaTHBHOU
MOAJIEP’KKONUXHCIIOIB30BAHUS,

KOHTPOJISICOOIIIOIEHUATIONb30BaTEIIMUNH(OPMALIIOHHBIXCUCTEMTPEOOBAHU
o oOecreueHn 0 NHPOPMAITMOHHOHOE30TaCHOCTH;

npoBeieHusT aHanu3a 3QPEKTHBHOCTH MPUHSATHIX MEP 3aIIUTH HUHPOPMAITUU U TIPUMEHSIEMBIX
cpencts 3amuthel uHGopmarmu B 'BJIOY nerckmii cam Nell;

pa3paboTKU U pean3alMUNpPESIOKEHUH 10  COBEpIIEHCTBOBAHUIO CHUCTEM  3allUThI
unpopmauuu B 'BJIOY nerckuii cag Nell.

3 TPUHIUIIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

Ob6ecneuennenHGOPMAITMOHHOM 0€30MaCHOCTH, JOJDKHO OCYIIECTBIISITRCS B COOTBETCTBUH
CO CJICTYIOIIMMHU OCHOBHBIMH MPUHIIATIAMH:

IIpyHIUN3aKOHHOCTH

I[Ipu BBIOOpPEe MepompusaTH 1O 3ammTe HWHQOpPMAIMU, JODKHO  COOMIOIAThCS
necTByrolIee3akoH0AaTeNbCTBO Poccuiickoit deneparuu B chepe 3amuThl HHGOPMaIUU.

Bce paGoTHUKM MOKHBI UMETh TMpEACTaBiIeHHE 00 OTBETCTBEHHOCTH 3a TPABOHAPYIICHUS
B cdepe 3auuThl uMHGopMmaruu.lIporpammHuo-anmnapaTHele cpeiacTBa, npumensemsie B ['BIOY
nerckui cag Nell, MOMKHBI UMETh COOTBETCTBYIONIWE JIMIICH3WHU, O(DUIIMAIIBHO MPUOOpPETaThCS Y
Mpe/IcTaBUTENeN pa3pabOTUYUKOB 3TUX CPEJCTB WM SIBISATHCA MHTEIUIEKTYaIbHOW COOCTBEHHOCTHIO
I'BAOY nerckuii cag Nell.

IIpuHUUIICHCTEMHOCTH

[Ipu co3maHuy CUCTEMBI 3alUThI JOJDKHBI YUUTHIBATHCS aKTyaJbHBIE YIpO3bl OE€30MaCHOCTH
uH(popMaluY, BO3MOXHbBIE OOBEKThl M HANpaBJCHHs aTaKk Ha HEE CO CTOPOHBI HAPYIIUTENEH.
Cucrema 3amuThl JIOJDKHA CTPOUTBCS € YYETOM HE TOJIBKO H3BECTHBIX KaHAJIOB YTEUKH
uHpopMalllK, HO M C YYETOM BO3MOKHOCTH IMOSIBJICHHUS HOBBIX YS3BUMOCTEH B IPOrpaMMHOM
obecrieueHuH.

IIpUHIMNIKOMIIJIEKCHOCTH

KommnekcHoe ucroib30BaHue CPeACTB 3allUThl HHGOPMALUU MPEaoaraeT coriiacoBaHHOE
IIPUMEHEHHE IIPU MMOCTPOCHUH LIEJIOCTHON CUCTEMBI 3aIUThI, IEPEKPHIBAIOIIECH BCE CYILIECTBEHHBIE
yrpo3sl 6e3omacHocTd MH(pOpManmu. 3aluTa J0JDKHA CTPOUTHCS SUICIOHHpPOBaHO. Du3nveckas
3aIuTa J0JDKHA 00ecTieunBaThes (GU3MUECKUMU CPEICTBAMHU M OPraHU3allMOHHBIMUA MEPaMH.

[Ipu nocTpoeHuy, BHEIPEHUH U IKCIUTyaTallud CUCTEMBbI 3aIUThl HHPOPMAIIUU PYKOBOACTBO
I'BAOY nerckwmii can Nell obecnieunBaet ycinoBus st 3hPeKTUBHOM KOOPIUHAIIMY IEHCTBUI BCexX
U1, o0ecrneynBaonuX HHHOPMALMOHHYIO O€30TTaCHOCTb.

IIpuHOMI CBOEBPEMEHHOCTH

Pa3zpaboTka cucrembl 3amuThl HHGOPMAIIUU JIOJDKHA BECTHUCh MapauIebHO C pa3pabdOTKON
U uHQOPMAIIMOHHOW  CHUCTEMBL. OJTO  TO3BOJUT y4yecTb TpeboBaHUA  O€30MacHOCTHU
MpU TMPOCKTHUPOBAHUM apXUTEKTYphl M, B KOHEYHOM cueTe, co3Aarh Oomnee 3¢ (eKTUBHbBIE
nH(OPMAIIMOHHBIE CUCTEMBI, 00 at0IIHe JOCTATOYHBIM YPOBHEM 3aIIUIIIEHHOCTH.

IIpyuHIUNIIPEEeMCTBEHHOCTH

[TocTossHHOE COBEPIIEHCTBOBAHUE MEp U CPEIACTB 3alUThl WH(OPMAlMU Ha OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKHX PEIIeHHH, KaJpOBOrO0 COCTaBa, aHalu3a
(GYHKIIMOHUPOBaHUS WHQPOPMAIMOHHBIX CHUCTEM U CHUCTEMBI €€ 3allUThl C Y4eTOM H3MEHEHUU
B METOJIaX U CpEACTBax IepexBaTa HH(OpPMAIMK, HOPMATHUBHBIX TpeOOBaHUU IO 3alIuTe
uHpOpMaluu.

IIpuHIMN 10CTATOYHOCTH



CooTBercTBHE YpOBHS 3aTpaT Ha obecrnieyeHne HHOOPMAITUOHHON 0€30MaCHOCTH U IEHHOCTH
MH(POPMAIIMOHHBIX PECYpCOB Ha BEIMYMHY BO3MOXHOTO yiiepda OT HX pasriamieHus,
YHUYTOXKEHHUS M UCKaXEHHUs. Vcronp3yeMble Mephl U CPEACTBA 3alIUThl HH(GOPMAIMK HE JOJDKHBI
yYXyAuaTbh SPproHOMUYCCKHEC MMOKA3aTCIIN KOMIIOHCHTOB I/IH(i)OpMaHI/IOHHBIX CHUCTCM.

IpuHUMI OTBETCTBEHHOCTH

Bo3noxxeHne 0TBETCTBEHHOCTH 3a o0ecnieueHue 0e30mnacHocTd HHpopManuu 1 ee o0paboTKu
Ha Kaxa0ro pabOTHHMKAa B MpeeNax €ro IMOJHOMOYHHA. B COOTBETCTBMHM C ATUM TNPHHIUAIIOM
pacmpesenieHue mpaB U OOS3aHHOCTEH PaOOTHHKOB CTPOUTCS TaKUM 00pa3oM, 4TOOBI B CiIydae
T000T0 HAPYIICHUS ObLT U3BECTCH HAPYIIUTEb.

IpuHuun 060CHOBAHHOCTH M TEXHHYECKOH peain3yeMocTH

NHudopmanrioHHble TEXHOJIOTUH, IPOrPaMMHBIE U IPOTPAMMHO-aIIIapaTHbIE CPEJICTBA, MEPHI
3alIUThI I/IH(l)OpMaIII/II/I JOJIKHBI OBLITH pC€aIn30BaHbl MO COBPEMCHHBIM PCHICHUSAM, 000CHOBaHEBI
C TOYKH 3pCHUA NOCTHUKCHHUA 3aJaHHOTO YPOBH:A SaHIHHIGHHOCTHHHq)OpMaHHH A SKOHOMHMYECKOH
[IeJIeCO00pPa3HOCTH, a TaKKe COOTBETCTBOBATH YCTAaHOBIECHHBIM HOpPMaM H  TPeOOBAaHUSM
1o 0e3onacHOCTH UH(POpPMAIUH.

IpuauunnpodgeccuonanusmMa

Peanuzanus Mep 3amuThl MHPOpPMAIMM W SKCIUTyaTalUsl CPEACTB 3allUThl HH(pOpMaIUH
JOJDKHA OCYIIECTBISITECS MTPO(PECCHOHATHFHBIMU CIICITUATUCTAMHU.

[TpuBnedeHneceIMaIN3UPOBAHHBIX OPTaHU3aIUi K pa3padOTKe CPEACTB U pean3alui Mep
3alINUThI I/IH(l)OpMaHI/II/I, MOATOTOBJICHHBIX K KOHKPETHOMY BUAY ACATCIBHOCTH II0 o0ecIieyeHunIo
0e30macHOCTH MH()OPMAITMOHHBIX PECYPCOB, UMEIONTUX OTBIT MPAKTHYECKON pabOThl M JIUIEH3UU
Ha IIPaBO OKa3aHUs YCIYT B 3TOi o6sacTu.

IIpuHUMN MUHUMU3AIMU TPUBUJIETHIII0Ib30BaTe el

ObecrieyeHre MoJIb30BaTEICH MPUBMIETHSIMU MUHUMAIIBHO JIOCTATOUYHBIMH IS BBITIOJIHEHUS
HMH CBOUX JOJDKHOCTHBIX o0si3aHHOCTel B ' BJIOY nerckmit cam Nel 1.

4 OCHOBHBIE TPEBOBAHMUA 110 BAIIMTE NH®OPMALIMU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MHGOPMAIUK JOJDKHA IPEayCcMaTpPUBaTh KOMIUIEKC OpraHU3alMOHHBIX,
MPOTPAaMMHBIX UM IPOTrPaMMHO-AIIAPATHBIX CPEACTB M MEp MO 3aluTe WHGOPMAIMK B IMPOIECCe
ee 00paboTKH.

BrimonHenne TpeOboBaHMI AOCTUTAETCS 3a CUET pealiu3aliu Ha 00beKTax WHGOPMaTH3AIUN
Mep 110 3aIuTe HHPOPMAIIIH:

UICHTU(PHUKAIIMHN U ayTeHTU(DUKaNKU CyOBEKTOB JOCTYIa U 0OBEKTOB IOCTYIA;

YIPaBICHUIO JOCTYIIOM CYOBEKTOB JIOCTYNA K O0BEKTaM JIOCTYTIA;

OTPAaHUYCHUIO TPOrPaMMHOM Cpebl;

3aI[UTe MAIIMHHBIX HOCUTEJIEH MEPCOHAIbHBIX JIAHHBIX;

PEruCTpaIfK COOBITHI O€30MTaCHOCTH;

AQHTUBHUPYCHOM 3aLIUTE;

00HapyKeHHUIO BTOPKECHHIA;

KOHTPOJIIO (aHAJN3Y) 3alUIIIEHHOCTH MePCOHATBHBIX JTaHHBIX;

00ecnevYeHnI0 11eT0CTHOCTH HH(OPMAIIMOHHON CUCTEMBI M IEPCOHATBHBIX JaHHBIX;

00eCnevYeHn 0 TOCTYITHOCTH IEPCOHANBHBIX JaHHBIX;

3alIUThI CPEAbl BUPTYyaIu3aluy;

3aIUThl TEXHUYECKUX CPEJICTB;

3aIUThl UH(HOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U MEepelavuu JaHHbBIX;

BBISIBJICHUIO MHIIUACHTOB U PEarupoBaHUE HA HUX;

yIpaBieHUI0 KOoH(uUrypauued WHOOPMALMOHHOM CHUCTEMBI M  CHUCTEMBI  3al[UTHI
MEPCOHAIbHBIX JAaHHBIX.

I'BAOY nerckmit can Nell, kak oGmagatens wHGOPMAIMU OTPAaHUYEHHOTO JOCTYMA, MpU
OCYIIIECTBICHUH CBOUX MPABOOSI3aHO:



coOII0IaTh MpaBa U 3aKOHHBIE MHTEPECH! MHBIXIIUI;

MPUHUMATHh HEOOXOAUMBIE MEPHI 0 3aLUTUTEUH(POPMALINH;

OTpaHMYMBATH JOCTYl K HMH(POpPMAlUW, €CIM Takas OOS3aHHOCTh YCTAHOBJIEHA
3aKoHoOAarensCcTBOM Pocculickon Penepanyu.

B tom wuumcne I'BJJOY nerckumii can Nell,BmpaBe eciu HMHOE HE HPEIYCMOTPEHO
3aKoHoAarenbcTBOM Pocculickoit @enepanuu:

pa3peiaTbuINorpaHnYMBaThI0CTYIKUH(DOPMALIMN,0 TPENEISTHIIOPSA0KUYCIOBUS
TaKOI0JIOCTYIIA;

HCII0JIb30BaTh NH(OPMALIMIO, B TOM YHCIIE PACIIPOCTPAHSTH €€, II0 CBOEMY YCMOTPEHHUIO;

nepeaaBatb HMH(GOpPMAIMIO APYrMM JIMIAM HAa YCTAaHOBJICHHOM 3aKOHOJATEIbCTBOM
Poccniickoit denepaliunoCHOBAaHUY;

3aluIIaTh yCTaHOBJIEHHBIMU3aKOHOKaTeNbcTBOM Poccuiickoit denepannu cnocodaMu cBOU
IpaBa B Cilydae HE3aKOHHOIO NOJy4eHHs HH(OpPMAlMU WIM €€ HE3aKOHHOIO HCIOJIb30BaHHS
MHBIMUJIULIAMU;

OCYILIECTBISAThUHBIEICHCTBUACUH(OpMaLIMEHIIINPA3PEIIaThOCYILIECTBICHUETAKUX JEHCTBUM,
eclii  3TH  JEeWCTBUSL ~ HE  MpOoTUBOpedaT  (QefepalibHbIM  3aKOHaM U JpYyruM
HOPMAaTHBHO-TIPAaBOBBIM akTamPoccuiickoi denepannm.

3amuTa HMHQOpPMAIMM  OTPAHUYEHHOTO  JIOCTyHa NpeAcTaBiseT co0oil  mpuHsATHE
OpraHU3aI[MOHHBIX U TEXHUYECKUX MEp, HallPaBJI€HHBIXHA:

coOnrofieHne KOH(QUACHIMATBFHOCTH UHPOpMAIK (MCKIIOYEHHE HEMpPaBOMEPHOTO JOCTYIIa,
KOIHMPOBAHHUS, IPEIOCTABIICHUS HIIM PACIIPOCTPaHEHUAUH(DOpMALINN);

ofecrnevyeHnenen0CTHOCTUNH (opMalui(MCKIIOYEHUEHETIPAaBOMEPHOTO YHUYTOKEHUS
WM MOJUGUIMPOBAHUSMHPOPMAIUN);

peaiMzanMio TMpaBa Ha JOCTYn K uHGopMauuu (MCKJIIOUYEHHWE HEMpPaBOMEPHOIO
OJIOKMPOBAHUAMH(GOPMAITHH).

CpencrtBa 3amuThl UHGOPMALIUKA BHEAPSIOTCSA MO pe3yiabTaTaM IMPOBEIEHUSI OLEHKU PUCKOB
MH(pOpPMAITMOHHOW 06€30MMaCHOCTH.

Opranuzanus 3ammMThl UHGOPMAUHT

[Tpu opranmzanuu B I'BJIOY nerckuii cag Nell 3ammuTsl uHGOpPMAIIK, T0HKHBIBBITTOTHATHCS
TpeOoBaHUs denepanbHOTO 3aKOHA oT 27.07.2006 Ne149-0d3«O6undopmanyu,
MH(OPMALIMOHHBIXTEXHOJOTUAX U O 3alIUTe MHPOpPMAIUN», KOTOPbIE PETryIUPYIOT OTHOIICHHUS,
CBSI3aHHBIE
C YCTaHOBJIEHUEM, U3MEHEHHEM U MPEKpaIleHHEeM pekrMa 00pabOTKH 3allMIaeMOUMH(GOPMAIUH.
B Tom uucne tpeGoBaHus 0 3ammure MHGOPMAIMU, HE COCTABISIOUICH TOCylapCTBEHHYIO TaiiHYy,
coJiepkalieiicss B TOCyJIapCTBEHHBIX HH(OPMAIMOHHBIX CHCTEMaX YTBEPXKACHHBIC MPUKA30M
OCTIOK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepkaeHUH TpeOOBaHMM O 3amiuTe MHPOPMAIUHU,

HC COCTAaBIISIONICH rocyaapCTBCHHYIO TaﬁHy, COI[Cp)KB.H.IGfICSI B
rOCy,[[apCTBCHHBIXI/IH(i)OpMaI_II/IOHHBIX CUCTEMAxX» IJIA IroCyAapCTBCHHbBIX I/IH(bOpMaI_II/IOHHBIX CHUCTEM
110 KOTOPbIM

I'BAOY nerckuii cag Nell siBasiercs OnepaTtopom.

BI'BIOY nerckmit cam Nell momumo peanu3and OCHOBHBIX MEpP 3allUThl MHGOPMAIMH
OCYIIECTBIISETCS:

perynspHas OLIEHKa W  yOpaBl€HHE pHUCKaMH  HUH(POPMAIMOHHOW  0€30MacHOCTH
B COOTBETCTBUU C YCTAHOBIIEHHBIMHU MPOIEAYPAMHU B 0OJIACTH YIIPABIICHUS PUCKAMU;

UH(POPMHUPOBAHHE, oOydeHune U NOBBILICHHE KBaJTM(HUKALIUU pabOTHUKOB
I'BAOY nerckuii can Nell B chepe nHPpOpMaLMOHHOM Ge3011aCHOCTH;

METO/JMYECKash TIOMOIIb paboOTHUKaM B Bompocax oOecreueHus WHOOPMAUMOHHON
0€30IMacHOCTH;

aHaJIU3 M MMOUCK BO3MOKHOCTEH IO MOBBIIIEHUIO YPOBHS 3aIIUIIIEHHOCTH HH(DOPMAIIHH.

Jns opranmzamuu 3amuthl uHGopmaruu, ['BJIOY nerckmii cag Nell BmpaBe NmpUMEHSTH
CpelCcTBa M METOJAbl TEXHUYECKOW 3alluThl, NPEANPUHUMATH JPYrHe, HE MPOTUBOpEYAIlNE
3aKoHOAaTenbCTBY Poccuiickon denepannu,Mepsl.



B pamkax oOecriedeHus 3alUThl HHPOPMAIINH, B PAMKaX TPYIOBBIX OTHOIICHUITHEOOX0 MO
O3HAKOMHUTb I10/I POCIIHCH PAOOTHUKOB, JOCTYI KOTOPHIX KUH(POPMALUU OIPAaHHYEHHOTO JIOCTYIIA,
HEOOXOIUM ISl BBITIOJTHEHUSI IMU CBOUX JIOJDKHOCTHBIX O0S3aHHOCTEH,C MepeyHeM HH(OpMAaIiu
orpanuyeHHoro pocryma, u npuHsateiMu B ['BJIOY nerckuit cag Nell wmepamu 3amuThl
uH(pOpMaInu.

Oco0eHHOCTH 321U THI MePCOHAIBLHBIXIAHHBIX

[Ipu oprammzamum o6padotku B ['BJIOY nerckmii cag Nell mnepcoHanbHBIX JaHHBIX
HE0OX0JIMMO PYKOBOJICTBOBaThCsl TpeboBaHusMu PenepasibHoro 3akoHa 0127.07.2006 Nel52-03
«O nepCOHANBbHBIX TAHHBIX).

[Iepedyensr Mep, BbimosiHeHHE KOTOphiX oOecnieunBaeT ['BJIOY nerckuit cag NellB kauecTBe
orepaTopa NepCOHAIbHBIX JaHHBIX, JOJKEHBKIIIOUYATh:

HazHauenue B I'BJIOY nerckuit cag Nell oTBETCTBEHHOTO 3a OpraHuzanuio o0pabOTKU
MePCOHANTBHBIXTAHHBIX;

pa3paboTKy JOKYMEHTOB, OIIPEICINISIONINX [TpaBujia B OTHOIIEHUH 00pabOTKH MEepPCOHANIbHBIX
nanHbIX B I'BJIOY nerckuii cag Nell, okanbHBIX akTOB IO BOIpocaM 0OpaOOTKU MEpCOHAIbHBIX
JTAHHBIX

MPUMEHEHHE OPraHM3allMOHHBIX M TEXHUYECKUX Mep Mo obecrneueHuto 0e30macHOCTU
IIEPCOHANBHBIX JIaHHBIX BCOOTBETCTBMM cocTaThell 19 ®enepansHOoro 3axona 0127.07.2006
Nel152-@3 «O nepcoHanbHbBIX JAaHHBIX);

BBITIOJTHEHUE TPEOOBAHMI TIO COCTABY U COJIEPIKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX MEP
o o0ecrneyeHuIo 0Ee30MaCHOCTH MEePCOHANBHBIX JaHHBIX MpPU WX 00pabOTKEB MHOOPMALMOHHBIX
CUCTEMAx MEepPCOHANBHBIX NaHHBIX yTBepkAEHHBIX [Ipukazom @CTOK Poccun ot 18.02.2013Ne 21
«O0 yTBEpXKJEHHWU COCTaBa W COJEP)KAHUS OPraHU3AIMOHHBIX M TEXHUYECKUX Mep [0
obOecrieueHUI0 0E€30MACHOCTH TIEPCOHATBHBIX JAHHBIX MPU HUX 00pabOTKEBUH(POPMAIIMOHHBIX
CUCTEMaX MepCOHATbHBIX JAHHBIXY;

OIICHKY BpeJa, KOTOpBIH MOXET ObITh MNPUUYMHEH CyOBhEKTaM IEePCOHAIBHBIX JaHHBIX
B ciuyyae HapymeHusa DeaepanbHoro 3akoHa Nel52-D3, COOTHOLIEHHWE YKa3aHHOTO Bpeaa
U TPUHUMAEMBIX ONEPATOPOM MEp, HAIpPABIEHHBIX Ha OOecreuyeHHe BBINOJHEHUSI 005S3aHHOCTEH,
NpeaycMOTpeHHbIX DenepaibHbIM 3aKOHOMNe 1 52-D3;

o3HakomiieHue pabotukoB ['BJIOY nmerckmii cax Nell, HemocpeACTBEHHO OCYIISCTBIISIOMIUX
00paboTKy MepCcOHAIBHBIX JAHHBIX, C MOJIOKEHUSIMU 3aKOHOJaTenbcTBa Poccuiickoit denepanuu
O TEPCOHAIbHBIX JaHHBIX, B TOM YHCJIE TPeOOBAaHHSAMHU K 3allUTe MEPCOHAIBHBIX JAHHBIX,
JToKyMeHTamu, onpenestonumu TpedoBanusal BJIOY nerckuii cax Nell B oTHOmeHun o06paboTKH
MEePCOHAIBHBIX JaHHBIX U 00y4YeHUE, TPU HEOOXOIMMOCTH, YKa3aHHBIXPAOOTHUKOB.

ObecrieyeHre 0€30MaCHOCTU NMEPCOHAIBHBIX JAHHBIX JOCTUTACTCSI, BYACTHOCTH:

OTpeieiecHueM  yrpo3u  Hapymurteneil  0e30macHOCTHM  MEPCOHAJbHBIX  JIaHHBIX
pHu X 00paboTKe B HHPOPMAIIMOHHBIX CUCTEMAaX MePCOHAIBHBIX JaHHBIX;

OTpeJieiecHHEM  YpOBHA  3alllMIIEHHOCTUIIEPCOHANBHBIX  JIAHHBIXB COOTBETCTBUU
¢ tpeboBanusmu Ilocranosnenus IIpaBurenscTBa Poccutickoit @eneparuu ot 01.11.2012 Nel119
«O06 yTBepkIeHHMH TpeOOBaHWMN K 3allWTe TMEPCOHANBHBIX MJAHHBIX MpPU UX 00paboTke
B UH(OPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX»;

MIPUMEHEHHEM MPOILIEAININX B YCTAaHOBJIEHHOM MOPSJAKE MPOLENYPY OLEHKH COOTBETCTBUS
CPEICTB 3alIUTHINH(OPMALINN;

OIICHKOM 2(PPEeKTUBHOCTH MPUHUMAEMBIX MEp MO 3alUTe MEePCOHANBHBIX TAaHHBIX J0 BBOJA
B AKCIUTyaTaIllMIONH(OPMAIIMOHHON CUCTEMBI IEPCOHANBHBIX JaHHBIX;

BOCCTAHOBJIEHUEM IEPCOHAIBHBIX JAaHHBIX, BCIEACTBUE MOJYyUYEHUS HECAHKIIMOHUPOBAHHOTO
JOCTyINa KHUM;

YCTaHOBJICHHEM TMpaBWJI JOCTyMa K TIEPCOHANBHBIM  JaHHBIM, 0OpabaThiBacMbIM
B MH(POPMAIIMOHHBIX CHUCTEMaX IMEPCOHANBHBIX JAHHBIX, a TaKKe OOeCreueHHEM PETrucTpaIuu
Y yueTa BCeX JIEHCTBUM, COBEPIIAEMBIX C IEPCOHATBLHBIMU JAHHBIMUA BUH(GOPMAIIMOHHBIX CHCTEMAX
MEePCOHANbHBIX TaHHBIX;



KOHTPOJIEM 3a IPUHUMACMBIMU MCPAMU 110 3alIUTC IMICPCOHAJIBHBIX JAaHHBIX U OIMPCACIICHHOTO
YPOBHA 3aIJ_[I/IH_[CHHOCTI/II/IH(bOpMaHI/IOHHBIX CUCTCMAaX IICPCOHAJIBHBIX JTaHHBIX B IIPOLCCCEC
€€ IKCIUTyaTalHH.

5 OCHOBHBIE TPEBOBAHMUS K IPOHECCAMOBECIIEYEHUA
WH®OPMAIIMOHHOM BE3OITACHOCTH

MeTtomudyeckoe pyKOBOJCTBO, pa3paboTKy pelIeHui Mo 3anmTe HHPOPMAIUH, COTIaCOBaHUE
BBIOOpa CPEJCTB BBIYHCIUTEILHOW TEXHUKH, IMPOTPAMMHBIXH POTPAMMHO-AIAPATHEIX CPEJICTB
3aIIUTHI nHbopManuy, OpraHu3aIMio pabort 1o BBISIBJICHUIO BO3MO>KHOCTEH
UTIPEIYTIPEK ICHUIOYTCUKH I CBONCTB3ANMIIIAEMOMHH(DOPMAIIHH, ATTECTAITHIO
00BEKTOBHH(OPMATH3AINN OCYIIECTBISIFOTKOMIICTCHTHBICCTPYKTYpHBIe Toapazaenenus ['BJJOY
nerckui cax Nell.

duszuveckasi 6€30MACHOCTH

[IpunsTHIE OpraHU3alMOHHBIE U TEXHUYECKHE Mephl 1o 3ammrenomeriennit I'6/I0Y nerckuit
can Nell, cepBepHOro U KOMMYTAallMOHHOTO 00OPY/I0BaHUs, aBTOMaTHU3UPOBAHHBIX PabOUYUX MECT
nosip3oBareneit uHbpopmaronasix cucteMl BJIOY nerckuit cag Nell oGecriednBaroT peaan3aiuio
CJIEIYIOIIUX MEp T0:

pasrpanuyeHuto noctyna pabotHukoB B mnomemeHus ['BAOY nperckuit camg Nell B
COOTBETCTBUH C X MOJTHOMOYHUSIMHU U JOJDKHOCTHBIMH OOSI3aHHOCTSMH;

peructpanuu (GakToB BXOJa paOOTHUKOB B TIOMEIICHHUS B KOTOPBIX BemeTcs oOpaboTKa
MePCOHATBHBIX TaHHBIX;

KOHTpospyemMomy TipebbiBannio moctopoHHux juil BI'BJIOY nerckmit cam Nells
MOMEILIEHHUs, B KOTOPBIX BeJeTcsl 00padoTka MH(GOPMALIMU OTPaHUYEHHOTO JI0CTYNa U Pa3MeIlleHbI
anmnapaTHble cpeicTBa MH(OPMALMOHHOWCHCTEMBI,

OpraHu3aIui PeKUMa KOHTPOJMPYEMOTO BHOCA/BBIHOCA CPEJCTB 00pabOTKH MHMOPMAITUH.

[Tomemenus I'BJIOY nerckuii cax Nell mosmkHBI OBITH 000PYIOBAHBI JETEKTOPAMH OTHS U
JbIMa, OTHETYIIUTENSIMHU, CHUCTEMaMHM KOHIWIMOHMPOBAHUSA BO3AyXd, CPEACTBAMH OXPAHHO-
MOYKapHOMCUT HATU3ALIMH.

OcHoBHOE cepBepHOE B KoMmMyTanmoHHOe obopynoBanue ['bJIOY nerckuii cax Nell mosmkHO
OBITh 3aIMIICHO OT mepedoeB B Mojaue >JIEKTPOIHEPTHH IMyTEeM MOJKIIOYEHHS K DJIEKTPOCETH C
MPUMEHEHUEM HCTOYHUKOB OecriepeOOfHOr0 TUTaHUS M PE3EepPBHOrO  JU3EJb-TeHepaTopa.
Hctounuku OecniepeOOMHOrO mNUTaHUS HEOOXOAMMO PEryasipHO TECTUPOBATh U IPOBEPATH
ynostHoMo4YeHHbIM paboTtHukaM ['BJIOY nerckuii cam Nell B COOTBETCTBUH C PEKOMEHAAIMSIMHU
MIPOU3BOIUTES.

[lopTaTuBHBIE = TEXHMYECKHE CpEACTBA HE JOJDKHBI  OCTaBaTbCsd 32  IpeIesiaMu
koHTpoaupyemoit 30ubl ['BJIOY nerckuii can Nel16e3 kontponst co ctoponsl padotaukos ['BIOY
nerckuid cag Nell.

Be3onacHocTh Ha pabGouemMmecTe

3anpemaercs BECTH 3allUCh NApojied B OTKPHITOM BHJIEHA MAaTE€pUAIbHBIX HOCUTENS,
3a UCKJIFOYEHUEM CIIy4aeB, PEriIaMeHTUPOBAHHBIX METOJIOB XPAHEHHUS.

JIOKyMeHTBl U HOCUTENU C HHPOpMAIMed OrpaHUYEeHHOTO AOCTYyMa AOJDKHBI YOMpaThCs
B omnedarbiBaeMble MecTa (ceddbl, mkadpl W T.ML), mpu yxoae ¢ paboyero MecTa.
Ha aBTOoMartusupoBanHom pabouem Mecte [lonb3oBarens pabouasi ceccusi T0DKHA OBITH TpepBaHa,
pabounii cTon 3a0mokuMpoBaH. BXoJ TONMB30BaTENAB CHUCTEMY HE JODKEH BBINOJIHSITHCS
ABTOMAaTHUYECKH.

JIoKyMeHTBI, cojepxalue HHPOPMAIMI OTPAaHHMYEHHOTO JOCTyMa, JOJDKHBI — Cpasy
M3BIMAThCS M3 TIEYATAIOUIUX YCTPOWCTB. Jlis yTunm3anuu KOH(UIEHIIMANBHBIX TOKYMEHTOB,
JIOJKHBI  MCTIOJIB30BaThCSl YHUUTOXKHUTENIM JIOKYMEHTOB HE HWKe 4 ypOBHS 1O CTaHAApPTY
0€30MacHOCTH, TPUMEHIEMOMY K YHHUTOXUTEISIM JOKYMEHTOB.

[Ipn wucnonb30BaHUM MOOWIBHBIX TEXHHUYECKHX CPEJICTB HEOOXOJWMO  COONI0/IaTh
JIOTIOTHUTEIbHBIE MEphl TMOpPEriaMeHTAIlM M KOHTPOIIO HCIOJB30BaHUS B HH(DOPMAIIMOHHOM
CUCTeME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.



HaxoxxzeHue mnpencTaBUTENICHIOPUINYECKUX JIMIl B paMKaX MCIOJIHEHUs JIOTOBOPHBIX
0053aTeNIbCTB B TOMEIICHUSAX B KOTOPBIX BeAeTcs 00paboTka WHGOpPMAIMK OTPAaHUYCHHOTO
JOCTyIIa MH(POPMAITIOHHOK CHCTEMBI,BO3MOKHOTOJILKOBCOTIPOBOXKAeHuUpadoTHHKal B/IOY
nerckuit cax Nell gomymienHoro 10 o0paboTKK Takoi HH(pOpMAIUH.

Pa3zmMernenne TeXHMYECKUX CPEICTB BbIBoJa MHpopMmanuu B nomenienusx I'B/1OY nerckuii
cag Nell mnpomsBomuTCs € YY4ETOM HCKIIOYEHHUS BO3MOYKHOCTH BHU3YAIBHOTO IIPOCMOTpa
uHbOpMAlMM TOCTOPOHHUMH JIMIAaMH HMpaOOTHMKAaMHU, He JONyHIeHHBIM K paboTe ¢
JTaHHOWHH(OpMAaIIEH.

Texnuueckue cpencTBa JOJDKHBI pa3sMEIIaTbcs M XPAaHUThCS TakUM OOpa3oM, 4YTOObI
COKPATUTh BO3MOYHBIN PUCK MOBPEXKICHUSA U YIPO3bl HECAHKLIIHOHUPOBAHHOT'OIOCTYIIA.

TexHuveckoe 06C.Iy;KUBAHNEO00PY1OBAHUS

Texunueckue cpenctBa ['BJIOY nerckmit cag Nell moIDKHBI TPOXOJUTH Ha PETYISIPHOU
OCHOBE CEPBHUCHOE 00cIyKUBaHUE B COOTBETCTBUH c PEKOMEHTALUAMHU
MIPOU3BOIUTENEHO00PYA0BAHNUS.

PeMoHTHCEpBHCHOEOOCITYKNBAHNE0OOPYA0BAHUSIOJIKHBIBBITIOIHATHCATOJIBKO
KBaJIN(DULIMPOBAHHBIMUCIIEIIUATIUCTAMM.

TexHunueckoe o0cyXuBaHUE 000py0BaHUS CTOPOHHHUMH
OpraHu3ausIMIHEI0KHOTIPUBOAUTHKPUCKYHAPYIIEHUSAKOH DU ICHITNAIbHOCTH3AIUIIIaeMO U H(OP
MalVH.

B3aumopneiicTBue ¢ TpeTbMMUJINLAMHA

B mensx obecneuenus unHdopmarmonHoit 6e3omacHoctd ['BJIOY nmerckuit cag Nell mpu
B3aMMOJICNCTBAN
C TPETHUMHU JIMIIAMHU JIOJKHO BBITIOJHATH CJIEIYIOIINE MEPOTIPUATHS TO:

3aKIIIOYEHUIO COIVIAIIEHUs O HepasrlallleHud WHQOpMalMyd OrPaHUYEHHOIO JOCTYyIa
MOJIy4EHHO B X0/ HCIOJHEHUS JOTOBOPHBIX 0053aTENbCTB;

OCYILIECTBICHUIOKOHTPOIS 3a JCUCTBUSAMM IIPEACTABUTENIEH KOHTPAareHTOB B IIPEIesIax
koHTpoJiupyemol 30HbI 'BJIOY nerckmii cag Nel 1.

YnpasieHue ;KU3HEHHbIM LHUKJIOM HH(POPMALHOHHBIXCHCTEM

MeponpusTisi B Tiporiecce >KM3HeHHOTo nukia nHpopmanmonueix cucteMl BJIOY nerckuit

can Nell JIOJDKHBI OLITH HaIpaBJICHBI Ha olecrieyenue 3aIUTEI
MH(POPMAITUUTIPHUBBOICBICHCTBUE,IKCILTYaTAIlUN,COITPOBOKICHUUUMO JICPHU3AI I, BBIBO 12 u3
IKCIUTyaTaIuH.

OcHoBanueM mpu pa3paboTKe HHPOPMALUOHHBIX CUCTEM JOJDKHBI SIBISATHCA pPELICHHS
IPUHATBIE HAa cTaguu (GOpMHpPOBaHUSA TpeOOBaHUM, cojaepkaliue TpeOOBaHHUA B TOM YHCIIE
MIOCHCTEME 3aLUThI HH(OPMALIHH.

JIro0oe nmiaaHupyemoe K BHEJIPEHUIO U3MEHEeHNe HH()OPMALIMOHHOM CUCTEMBI ITPEIBAPUTEIILHO
JOJKHO OBIThH IIPOaHAIN3UPOBAHO Ha COBMECTUMOCTb u OTCYTCTBHE
HapyLEeHUHPaObOTOCIOCOOHOCT  CUCTEMHBIXKOMIIOHEHTOB B TOM YHCJE CpEACTB  3allUThI
nHpopMaIuu.

PaGoTel 1o MonepHH3aUMM HH(POPMAIMOHHONW CHUCTEMBI, B TOM YHCJIE€ IO YCTaHOBKE
IIPOrpaMMHOTO o0ecredeHus: U OOHOBIICHUH, TOJKHBI IPOBOIUTHCS B HEpabouee BpeMs WM BpeMs
HauMeEHbIIIe pabodyeiHarpy3Ku.

IIpu BbIBOJE U3 OIKCIUTyaTallMM HMH(POPMALMOHHBIX CHCTEM JOJDKHO 00ecreunBaThCs
rapaHTUPOBAHHOE yaalieHue oOpabaTeIBaeMOi u XpaHUMOU
BHUXHH(OPMAIIMHCUCIOIb30BAHUEMCPEICTB rapaHTUPOBAHHOIO YHUUYTOXKCHUS
MHGOPMALMUMINAITYTEM (PU3MUECKOTO YHUUTOXKEHUSI HOCUTeNeHHOopMaIiH.

Bcee mpoueayps! obecrieuenus 3amuTsl nHGopmanuu, yctanoBiaeHHsleB ' B/IOY netckumii cajn
Nell
B OTHOWIEHMM HWH(POPMALMOHHBIX CHUCTEM, JOJDKHBI  BBIOJHATHCAW  KOHTPOJIMPOBATHCS
OTBETCTBEHHBIMHU JIMIIaMH 32 OPraHU3alKIo paboT MO 3aIuTe UH(OPMALIHH.

KonTpoas noctyna k nHpopManuoHHBIMCHCTEMAM



Bce pabotauku I'BJIOY nmerckuit cag Nell, nomymienHsie K paboTe ¢ WH(MOPMAIIMOHHBIMH
CUCTEMAMM HECYT IIE€PCOHAJIBHYIO OTBETCTBEHHOCTb 3a HAPYIIEHMs] YCTAHOBJIEHHOI'O MOpSJIKa
00paboTku HHPOPMALIUH.

YpoBeHb TOTHOMOYMIA TOJB30BaTeNss BUHpOpMarmonHoit cucremel BJIOY nerckuii can
NollnomkeH onpeaensaTbCcsi B COOTBETCTBUU C €T0A0IKHOCTHBIMUA O0SI3aHHOCTSAMH.

Joctyn nonw3oBareneit k uHpopmannonueiM cucremam ['BJIOY nerckuii can Nell mosmken
KOHTPOJMPOBATHCS a/IMHHUACTPATOPOM UHPOPMAITMOHHOHCUCTEMEI.

OcyIiecTBIICHHE PETYISIPHOTO0 KOHTPOJIS BBIMOJHEHUS! OpraHU3alMOHHO-PACTIOPSIUTEIHHBIX
JOKYMEHTOB, KacalollUXcs periiameHTanuu jponycka padotaukoB ['BJIOY nmerckmit cam Nell k
MH()OPMAITMOHHBIMCHUCTEMAM.

NnenTudguxkanusa vayreHTHPUKALUA

Joctynnonbs3oBaTeleHKMHPOPMAIIMOHHBIMCUCTEMaMI0KEHIIPEA0CTABIATLCS TOJIBKO 1OCIIE
YCHENTHOTO 3aBEPIICHUS UICHTU(DHUKAIINN, ayTeHTU(PUKAIIUHN.

[lonydyenue moJsib30BaTeieM HWMEHH B WHGOPMAIMOHHOW  CHCTEME€ W TapoJs,
KOTOPbIE0OECTIEYnBaIOTI0CTYNIKMH(OPMAIIMOHHOM CUCTEME,I0JKHOOCYIIECTBIIATHCATIO
MIPE/ICTaBICHUIO PYKOBOJUTENS CTPYKTYPHOT'O MOIpa3eiieHus!.

YnpasJieHue 10CTYINOM

B TI'BAOY nerckuit cam Nell mOMKHO OCYIIECTBASATHCS YIPABICHUE JOCTYIIOM K
MH(POPMAITMOHHON CHUCTEME TMOCPEJICTBOM peaTn3allid HEOOXOJMMBIX METOJOB, THIIOB M TMPABHII
pasrpaHuYeHus TOCTyMNanojas3oBaressM nHdopmarmonHoit cucreMbll BIOY nerckuii cax Nell.B
TOM yucIe oOecreyueH 3allUIIeHHbIN YIaIeHHbIN T0CTYN CYObEKTOB JOCTYyINa K 00BbEKTaM JOCTyIa
4yepe3 BHEITHUENH(POPMAITMOHHO-TEJICKOMMYHUKAITMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEIAMUMHPOPMALIMHU

Pa6otauku I'BJIOY nmerckwmit cam Nell moJpKHBI MCIONB30BAaTh TOJBKO YYTCHHBIE CHEMHBIE
MallMHHbIE HOCUTENNW HH(POPMAIMK Uil BBIMOJIHEHHUS CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH.
Hcnonp3oBaHreCheMHBIX ~ MamMHHBIX ~ HocuTenerd  mHpopmammuBl BJIOY  nerckuii  can
Nol 1BUHBIXIIENAX CTPOTO3AMPEIICHO.

CpeMHBbIE MaITMHHBIE HOCUTEIN WH(OPMALIMU JOKHBI XPaHUTCS B ONEYaThIBAEMbIX MIKa]ax,
B ITOMEILIEHUSAX B KOTOPBIX MIPeycMOTpeHa 00paboTka nHGOpMaIuu OrpaHuYeHHOTO JOCTYIIA.

B ciydae kpaku uiu moTepu ChbeMHOTO MAIIMHHOTO HOCUTEN MH(GOpPMaInK, a TaKkKe WHBIX
MHIUICHTOB, KOTOpPbIE MOTYT HPHUBECTH K HapyUICHHIO CBONCTB MH(GOpPMAalUU OTPaHHUYEHHOTO
JOCTYNA, AOJKHBI IPOBOAUTHCS MEPOIIPUATHUSA 110 PaCCACAOBAHUIO TAKUXUHIIMICHTOB.

[Ipu BBIBOJE M3 3KCILIyaTalldd ChEMHOI'O MalIMHHOTO HOCUTENs MH(QOpMAINH, BCE JaHHBIE,
XpaHsIrecss Ha HeM, JOJDKHbBI OBITh yIalleHbl ONpPENSIICHHON KOMHCCHEH M3 4ucia pabOTHHUKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXKEHUS HHPOPMALHH.

@akT yHUYTOXKEHHS HH(OpMalMKM Ha CHEMHOM MAIIMHHOM HOCUTeNne UHGOpMaluu
¢bukcupyercs B akTe 00 YHUYTOXKEHHH HHPOpPMAIMM CO ChEMHOTO MAIIMHHOTO HOCHUTEINS
nHpopMaIuu.

PerucrpanusicoobiTuii

B I'BJIOVY pmerckuii cax Nell momxHa OCyIIECTBISTHCS PETUCTPALIMU COOBITHIT 0€30MacHOCTH
Ha BceX KomIoHeHTax wuHpopmarumoHHbelx cucreM ['BIAOY  nerckuii cam  Nell, B
KOTOPBIX0OpabaThIBaeTCs 3amuiaeMas HHQopMalus.

AHTHBHPYCHAsI3aIIUTA

B nensx oOHapyxeHHs U ycTpaHeHHs BpeloHOCHBIX nporpamMM B I'BJIOY nerckuii cag Nell
JOJIKHBI UCTIOJIH30BATHCS CPEACTBA AaHTUBUPYCHOM3AIIUTH HHPOPMAITUH.

OO0s13aTeIbHOMY KOHTPOJIIO CPEICTBOM AHTHBHUPYCHOW 3alllUThl HMH(OpPMAIUU JTOJKHA
nojuiexkarb Jr0bas uHpopMmaius (TeKkcToBble (aiibl Tr0O0bIX (opMaToB, Gailibl JTaHHBIX,
ucrnoyHseMble (aiiipl), Tolydyaemas M TiepeaaBaeMasl IO JIOKAIbHOW BBIYMCIUTEIBHON CeTH
B TOM YHCJIE M CETSIM OOIIEero MOJb30BaHUS, a Takke HH(opMmamus, XpaHUMas Ha CHEMHBIX
MAaITMHHBIX HOCUTEISIX HHPOPMAITIH.

IIpn ycraHOBKE MPOTPaMMHOTO OOECTeueHUusT WIHM €ero OOHOBIEHHS Ha CEBEpHOE
o0opynoBaHue JIOJIKHA ABTOMAaTUYECKU BBITIOJIHSATHCS



[peBapUTENIbHASIPOBEPKATAHHOTOIPOTPAMMHOT000ECTIEYeHUSIHAOTCYTCTBUEBPEIOHOCHOTO
MIPOrPAMMHOTO00ECTICUCHHUS.

OOHnoBnenne 0a3 cUrHATyp AJIsi CPEACTBAa AHTUBHPYCHOW 3aIlIMThl WH(GOPMALMUU JTOJDKHBEI
OOHOBJIATHCS ©KETHEBHO.

[Tonb3oBarenu oe3 IpaB aJIMUHUCTpaTOpa UH(POPMALIMOHHOMN CUCTEMBI
I'BAOY nerckuii cag Nell He TOJKHBI HIMETh BO3MOXHOCTD ITOJIYUEHHUS TOCTYIA K KOHPUTYpaIun
AHTUBUPYCHOTO CPE/ICTBA 3ALUThI MM €rOOTKIOUYEHUS.

KoHTpoJib 3a1MIIIeHHOCTH NePCOHAILHBIX JAHHBIX

B nensix MckitoueHus 3KCIUTyaTallMM YSI3BUMOCTEW IPOrpPaMMHOTO OOECIEUEHMS JOJIKHBI
OPOBOMUTCS pabOTHl 1O BBIABICHHUIO, aHAIW3y YSI3BUMOCTEH HMH(POPMAITMOHHONW CHCTEMBI
U OIlepaTUBHOE YCTPAHEHUWE BHOBBH BBISBICHHBIX YsA3BUMOCTEeH. B ToM umcne opranuzanus
KOHTPOJISl YCTAaHOBKM OOHOBJIEHMSI IMPOrPaMMHOTO OOecleueHusl BKJIOYas CpPEJICTB 3allUThI
nH(popMalnH.

Hcnogab30BaHue NPOrpaMMHOro obecnevyeHus

Br16op mporpamMMHoro obecnedenus ais npousBojacTBeHHBIX HyxA ['BJIOY nerckuii can
Nell pomxeH Mpou3BOIUTHCA B IPHUOPUTETE K OTEYECTBEHHOMY, BHECEHHOTOB EnMHBIN peecTp
POCCHIMCKMX HpOTrpaMM JJisi 3JIEKTPOHHBIX BBIYHUCIMTENIBHBIX MallvH M 0a3 JaHHbIX. B ciyuae
oTcyrcTBHsl aHajora B EjuHOM  peecTpe  poCCHMCKMX  HporpaMMIJIs — 3JIEKTPOHHBIX
BBIYHCIIATEIEHBIX MaIuH
n 0a3 JaHHBIX JOIMYCKAeTCs HCIOJIb30BaTh MPOTPAaMMHOIO OOecleueHue HMIOPTHOTO
MIPOU3BO/ICTBA.

Hcnosb30BaHuecpeACTB KPUNITOIPagUUECKOil 321U THI HHpopManun

ObecrieyeHne 3auThl HHGOPMALIMK OTPAHUYEHHOTO JOCTYIMA OT PAaCKPBITUS, MOIUGUKALIUN
YW HaBs3bIBaHUS (BBOJA JIOKHOW HWH(pOpMAaNMH) TpH ee mepeaade (MOArOTOBKE K Tepeaade)
[0 KaHajaM CBf3M, MMEIOIIUM BBIXOJ 3a NpEeIesbl KOHTPOJUPYEMOW 30HBI 00ecredrBaeTCs
MIPUMEHEHHEM CPEJICTB KpUNITOrpapuuecKoi 3auThl HHPOPMAIIHIH.

[IpuobOperenne cpencts kpuntorpaduueckon 3ammuThl wHGopMmammul BJIOY nerckuii can
Nell ocymecTBiseTrcss Ha OCHOBAHMHM JIOTOBOPOB UM KOHTPAKTOB C  JIMIIAMUUMEIOIIUMU
neiictBytonyro aunieHsuto  ®Cbhb Poccumba ocymiecTBieHne JEATENTBHOCTH IO  pa3paboTKe,
MIPOU3BO/JICTBY, pacnpoCTpaHEHUIO M poBaIbHBIX (xpunrorpadu4ecKux) CPEICTB,
UH(OPMALMOHHBIX CUCTEM
UTEJIEKOMMYHHUKAIIMOHHBIX ~ CHUCTEM, 3allUIIEHHBIX C  HCHOJb30BaHUEM  MIHU(PPOBATHHBIX
(kpunTorpaduuecKnx) CPEACTB, BBIIIOJTHEHUIO padOT, OKa3aHHWIO YCIYr B oOjacTu mudpoBaHUS
nHpOpMaIIUK, TEXHUYECKOMY OOCITY)KMBaHUIO MHU(POBaIbHBIX (KpUNTOrpaduuecKux) CpeJCTB,
MH(OPMALHOHHBIXCUCTEMUTEIEKOMMYHHUKAIIMOHHBIXCUCTEM,3aUIIIEHHBIXCUCTIOIB30BAHUEM
mupoBajgbHBIX (KpUOTOrpadUUYECKUX) CPEACTB (3a UCKIIOYEHUEM Ciydas, €ClId TeXHUYECKOoe
oOcnyxuBaHue MmUGpoBaIbHBIX (KpunTorpaduieckux) CpeAcTB, HH(POPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHKAIIMOHHBIX CHCTE€M, 3alllMIIEHHBIX C HCIOJb30BAaHHEM MIH(POBATBHBIX
(kpunrorpaduyecKkux)  CpeACTB,  OCYLIECTBisieTcs A oOecmedeHus  COOCTBEHHBIX
HY>KIOPHIAYECKOTO JIMIA WA WHAUBUAYAIBHOTO MPEAIPUHUMATES).

B wmensx opranumszanuu W oOecnedyeHHMH Iepenaud HMHQOpMAIMM 10 KaHajaM CBSI3U
C HCIOJb30BAHUEM CPEJICTB KPUNTOrpadUuecKoi 3ammThl MHGOpPMALUHU, a TAKKE BBIOJHEHUS
muneH3noHHbIX TpeboBanuit ®Cb Poccun B I'BJIOY netrckuit cag Nell momkeH ObITh co3daH
OpPraHKpHUNTOTpapUUECKOU3ATUTHI.

[Topranehusie pemenus ['BJIOY nerckuii cag Nell ¢ BO3MOKHOCTBIO JJOCTYIA € ceTei o01iero
M0JIb30BaHMsI JOJDKHBI B NPHOPUTETE pa3padaThIBaThCS C OpraHu3alel 3alllMIIeHHOro KaHalla
nocpencTBoM npoTokoisia TLS ¢ mognepxkoii anropurmos 'OCT 34.10.

Hcnosib30Banue 3J1€eKTPOHHOM MOYThI

OnexTpoHHas Imoura Jo/bkHa wucnonb3oBatbesB ['BJIOY  nerckuit cam Nell ¢ nmensro
opraHuzanu oOMeHa JJIEKTPOHHBIMH COOOIIEHUSIMH MEXJy pabOTHUKAMUHU CyObeKTaMu
MH(POPMALMOHHOM 0€301MacHOCTH.

IIpu ncnonb30BaHUM IMEKTPOHHON MOYTHI 3aMPEIIAETCS:



oOMmeH nHpopMarmen ist CiryKeOHOTO TMOJIb30BaHusl, a TaKkKe HH(pOpMaLKel OrpaHUIEHHOTO
JOCTYTIa;

MPEIOCTABICHUE JOCTYIIA K 3JIEKTPOHHOM MOYTE C MCIOJIb30BAHUEM JAHHBIX CBOEH YYETHOU
3aUCH TPETHUM JIMLIAM;

MyOIHMKaIs CBOEr0 CIYKeOHOTO ajpeca JJICKTPOHHOW MOYTHI B 3JEKTPOHHBIX KaTanorax,
Ha TIOMCKOBBIX MallMHaX M JPYrux pecypcax cetu VIHTepHET B IeNsX, HE CBS3aHHBIX C
HCIIOJTHEHUEM CBOUX JIOJDKHOCTHBIX 00SI3aHHOCTEH;

MOJIUCKA IO 3JIEKTPOHHOM MOYTE HA Pa3IMYHbIC PEKIAMHBIE MAaTEPUAIIbl, JIUCTHI PACCHUIKH,
AJIEKTPOHHBIC JKYpHAJbl W T.J., HE CBA3AHHBIC C BBHINIOJHEHHEM IIOJB30BATEIEM JOKHOCTHBIX
00513aHHOCTEN;

OTKpPBITHE (3amyCK Ha BBITIOJHEHUE) (HAIOB, TMOJYUYEHHBIX I10 JJICKTPOHHOW TIOYTE
WM U3 pecypcoB cetu MuTepHer, 0e3 mpeaBapuTENbHOW TPOBEPKH HMX AHTUBHPYCHBIM
MIPOrPaMMHBIM OOECTIEUEHUEM.

Pa6ora B ceTsix 00111€r0 MoJiL30BaHUsA

I'BAOY nerckuit cag Nell ocraBmsier 3a coOoi mpaBo OJOKHPOBATH WM OTPAHUYUBATH
JOCTYN pPaOOTHMKAM K CETSIM CBsI3M OOIIEro TMOJIb30BaHUs, B TOM uucie ceTd HHTepHer,
COJIepKaHNEe KOTOPBIX HE UMEET OTHOIIEHUS K UCTIOJIHEHHUIO JTOJDKHOCTHBIX 00SI3aHHOCTEH, a TaKkKe
K UWH(QOpMAIMOHHBIM pecypcaM, COJepKaHHWE W HAMpPaBICHHOCTh KOTOPBIX 3ampenieHbl
3aKoHOAarenbcTBOM Poccniickoit @enepany.

Nudopmanus o nocemaembix padotHukamul BJIOY nerckuit can Nel luH(popManmoHHBIX
pPECYpCOB MPOTOKOJMPYETCS IS MOCISAYIONIETO aHalu3a M, IPH HEOOXOIUMOCTH, MOXKET OBITh
MIPEACTABJIEHA PYKOBOIMUTENSIM CTPYKTYPHBIX MOJPA3ACICHUM, a Takke pykoogutentol b/IO0Y
nerckui cag Nell it koHTpOIIS.

[Ipu ucnonb3zoBanuu cetu MHTEpHET 3anpelieHo:

ucnosib3oBatrh npenoctaBieHHbld ['BJIOY nerckuit cam Nell pocryn B cetb MHTepHETB
JIUYHBIX LENSIX;

HCI0JIb30BaTh HECAHKIIMOHUPOBAHHbBIE MTPOIPAaMMHBIE U ITPOrPaMMHO-aIIapaTHbIE CPECTBa,
MO3BOJISIFOIIME MOJYYUTh HECAHKIIMOHUPOBAHHBIN AOCTYN K ceTH MHTepHeT;

nyOIMKOBaTh, 3arpyXaTb M PacHpoCTpPaHATh MaTepHallbl COJepXallhe HEJOCTOBEPHYIO
naopmanuro o 'OV nerckuii cag Nel 1,a Takxke danscupunuponats cBoit IP-agpec.

Pe3epBHOe KONMPOBaHHME H BOCCTAHOBJICHHEIAHHBIX

Ocy1iecTBiieHHE PE3EPBHOIO KOMTUPOBAHUSIOJDKHO OCYLIECTBIISTHCS JIJISI:

nHpopmanuu  oOpabarbiBaeMoli Ha  (alJIOBOM cepBepe M  CEPBEPENPHIIOKCHHMA,
MH(OPMALMOHHON CUCTEMBI,

paboynxMecT aIMUHUCTPATOPOB HH(HOPMALIMOHHON CHCTEMBI.

YacTtoTa U peX UM pE3epPBHOTO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
obecreunTh MUHUMAIbHYIO TIOTEPIO JAHHBIX U OTIEPAaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOTO KONMUPOBAaHUS M BOCCTAHOBIEHUS PECYPCOB HH(POPMAIIMOHHBIX
cucteM ['BJIOY nmerckumii cag Nell nmoikHBI MpPOBOAUTH ymoJiHOMOYeHHbIe paboTHukUl BIOY
nerckui cag Nell.

PesepBHOe  KOmHMpoBaHHWE JOHKHO  OCYLIECTBISATHCS B aBTOMAaTHYECKOM  PEXHUME
C TIPUMEHEHUEM OTEYECTBEHHOIO CHEIUAIN3UPOBAHHOTO CpPEICTBA PE3EPBHOIO KOMUPOBAHMS

C JCUCTBYIOIIMM CEepTU(UKATOM COOTBETCTBUSI MO TpPeOOBaHUAM O€30MacHOCTH HUH(POpMAIUU
DOCTOK Poccumn.

6 OCHOBHBIE TPEBOBAHMUS K ITIPOECCAMYIIPABJIEHUSA
UH®OPMAIIMOHHOM BE3OIMACHOCTBIO

MonuTopuHr HHPOPMALMOHHO0€30IIaCHOCTH

HamocTossHHOMOCHOBE JOJKEH MPOBOAUTHCS KOMIUIEKCHBIN aHamu3 (QYHKIIMOHUPOBAHUS
unpopmannonHod cucreMbl ['BJIOY  nerckmit  cag Nell w© BO3HMKAWOMUX  COOBITHIA
MH(POPMALMOHHOM 0€301MacHOCTH.



[Iporiecc MOHHMTOpPWHra CHUCTEMBI obOecneueHHus MH()OPMAIMOHHONH OE30MaCHOCTH JOJKEH
BKJIIOYAaTh B CE0Sl KOHTPOJIb OPraHU3allMOHHBIX M TEXHUYECKUX MEp MO0 3alluTe HH(POPMAIUH,
aHaJIM3 apaMeTpoB KOHPHUTYypaLluu U HACTPOMKH CPEICTB 3aLIUTH HH(POPMAIHH.

IIpn npoBeneHMH KOHTPOJIBHBIX MEPONPHATHM, CBS3aHHBIX C OLICHKOM peanu3aluu Mep
no 3amurte uHpopmanun B ['BJAOY nerckuit cam Nell, ynmomHoMoueHHBIE PaOOTHUKU JOJDKHBI
MIPUIEP)KUBATHCS CIEAYOIINXITPUHIIUIIOB:

He Hapymath QyHKIMoHupoBaHue nestenbHoCTH ['BJI0OY merckuii cag Nell;

JeMCTBOBaTh B COOTBETCTBUU C YTBEP)KIEHHBIMH OpraHU3allMOHHO-PACHIOPAIUTEIbHBIMU
nokymentamul BJIOY nerckuii can Nel 1o 3amure nHpopmanuu,

HE CKpBIBATh (D)aKThl BBISBICHHBIX COOBITHI HH()OPMAITHOHHOHOE30TaCHOCTH;

0QOPMIISTH OTUYETHI, TOITBEPKAAIOIIE BBITIOJTHEHINE MEPOIIPUSATHIHA MO 3aIuTe WHPOPMAIIHH.

Wndopmanus, mnonydeHHas B XOJE€ TNPOBEACHUS KOHTPOJUPYIOUIMX MEpONpUATUI
0JIeNCTBUSAX,COOBITUXUTApAMETPaX, UMEIOLIIMXOTHOLIIEHUEKpealIn3allu K Mep 1o 3aIuTe
nH(popmMalny, JOJKHA KOHCOJIMAWPOBATHCS M XPAaHUTHCS BMECTaX, HMCKIIIOYAIOUIUXIIONYYEHHE
K HEW HECaHKIIMOHUPOBAHHOTOJJOCTYTIA.

MOHUTOPHUHT JAHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX MH(OPMALMOHHOW 0€30MacHOCTH
JOJIKEH MPOBOJUTHCS, M0 BOBMOKHOCTH, C MUCHOJIb30BAaHUEM CHUCTEMBl MOHUTOPUHIA MHIIMJIEHTOB
nH(pOpMaLMOHHONW 0€30IaCHOCTU WM BCTPOCHHBIX MEXaHM3MOB HACTPOMKHU M ayauTa COOBITHM
B IPOrpaMMHBIX M MPOTpaMMHO-aNNapaTHBIX CPEICTBAaX, HCHOJB3YEMbIX B HH(POPMAIIMOHHOM
unppactpykrypel BJIOY nerckuii cag Nell.

YnpasJjieHUepUCKaM#

Ompenenenre BHYTPEHHHX TpeOOBaHHMI MO 3ammTe WH(POpPMAIUH,I0KHBIOCHOBBIBATHCS
Ha pe3yibTaTax MpPOBEIEHUS aHalh3a PHUCKOB HApYUIEHUS OCHOBHBIX CBOMCTB 0€301acHOCTH
1t nHGopmarmoHHbIX pecypcoB I'BJIOY nerckwmit cam Nel 1.

OcCHOBOM OIIEHKM PHCKOB JOJDKHA OBITh OIICHKAa YCIOBUH U  (aKTOPOB, KOTOPHIE
MOTYTCTaThIIPUUNHONHAPYIIEHUAET0CTHOCTH, KOHPUACHIINATBHOCTUUAOCTYITHOCTH JUTSt
nHpopmanmonusix pecypcoBl' BJIOY nerckuii cag Nell.

PesynbraToM mpoBeneHus aHajgn3a PUCKOB JOJDKEH OBbITh pa3pabOTaHHBIN KOMIUIEKC Mep,
HaIlpaBJICHHBIX HA CHM)KEHHE BO3MOXXHOTO HEraTWBHOTO BJIMSHUSA HAa OCHOBHYIO JACSTEIBHOCTH
I'BAOY nerckuii cag Nell mpu peanMzariuu TOW WM MHOW yrpo3bl 6€30MacHOCTH WH(pOpMaIuu 1
ofOecrieunBarOMIMX B JajbHEHIIEM JOCTAaTOYHBIA YPOBEHb 3aIIUIICHHOCTH HH(POPMAIMOHHBIX
cucteM I'BJIOY merckmii cam Nell.

YnpasjieHue HHUUAEHTAMHA HHPOPMALMOHHOH0€3011aCHOCTH

Jlst o6ecrieuenus 3(h(PEKTUBHOTO pa3penieHuss HHIUACHTOB HH(GOPMAITMOHHON 0€3011aCHOCTH
B I'BJAOY nerckuii cag Nell, MHUHMMHU3AUMHU TMOTEPb M YMEHBIICHHUS PUCKA BO3HUKHOBEHUS
MTOBTOPHBIX MHLUJEHTOB JIOJIKHO OCYILECTBIIATHCS yIIPaBJIEHUE MHLUJICH TAMU
MH(POPMAITMOHHOKOE30TTaCHOCTH.

Jlng ynpaBieHUsT WHUOUJACHTaMH HH(QOPMAIMOHHOW 0e30macHOCTH JOJDKHA OBITh CO3/laHa
ciy’k0a MOHUTOpPUHTA M PEarupoBaHUs HAWHUUACHTH MH(OPMALMOHHON 0€30MacHOCTH, KOTOpas
MOCPEJICTBOM KOMILIEKCA CPEACTB M MEpPONpUATUN Uit cOopa M KOHCONMAAMU HH(pOpMAIUH
OOMHIMACHTAX pellaeT JaHHYI 3a7ady.B OTHOLIEHWH Ka)KIOro MPOM3OLISAIIEr0 WHIUACHTA
paOOTHUKAMU M3CIYKObl MOHHMTOPUHIAa M pearupoBaHUs HAMHIUAECHTH HH()OPMAIMOHHON
0€30MaCHOCTH JJOJKEH BBINIOJHATHCS €ro aHallu3, U pa3paboTka 3(GEKTUBHBIX MEp pearMpoBaHUS
Ha JaHHBIMUHIUACHT.

AyauT cucTeMbl o0ecnedyeHnss HHPOPMaLMOHHO0€e30aCHOCTH

B nensx oneHku Tekyuiero ypoBHs mHpopmanuonHoi OezomacHoctu I'BJIOY nerckuii caj
Nell na perynsipHOit OCHOBE JOJKEH MPOBOAUTHCS ayAUT HMH(POPMALMOHHOMOE30MacCHOCTH.

BuyTpenHnue ayauTel JOMDKHBI BBIMONHATHCS paboTHukamMul BJIOY nerckuit cag Nell.B
YHCII0 3a/1a4, PeIIaeMbIX MPH MPOBEICHUH BHYTPEHHHUX ayJUTOB MH()OPMAIIMOHHON 0€3011aCHOCTH,
BXOJIAT:

cOOp M aHaJIM3 MCXOJHBIX JAHHBIX 00 OpPraHM3alMOHHOW M (DYHKUIHMOHAJIBHON CTPYKTYype
MH(POPMAIIMOHHBIX CHCTEM, HEOOXOMMBIX JIJIsl OLEHKH COCTOSIHUS CUCTEMBI 3alllUThl HH(pOpMaIuiy,



AQHAIM3 YTBEP)KJICHHBIX OPraHU3ALMOHHO-PACIOPSAIUTEIbHBIX JOKYMEHTOB IO 3aLIUTE
nHpOpMAIMK HA TPEAMET MX MOJHOTHIH 3PPEKTUBHOCTH, a TaKkKe (OPMHUPOBAHNE PEKOMEHIALIUI
1o UX J0paboTKe WK pa3pabOTKU HOBBIX;

oOocHoBanue (puHAHCOBOM 3()(HEKTUBHOCTH BHOBBIIPHOOPETAEMBIX CpPEACTB  3allUTHI
uH(pOpMAIIHH;

IIpOBEpKAa MPAaBUIBHOCTH BbIOOpa M HACTPOMKM CpPEACTB  3allUThl  HMH(pOpManuu,
(dbopMupoBaHHE IPEATTIOKEHHH 10 HCIIOIH30BAHUIO HMEIOIIMXCS CPEJICTB 3alIUTHI HH(GOPMAIUU IS
MOBBIIICHUST YPOBHS HaA&KHOCTUHN Oe3omacHOCTH nHpopMmanroHHbXx cucteMl BJIOY nerckuii can
Nell,

aHaJM3 OTYETOB M0 MPOU3OMIEANINM HHIMUJACHTAM HWH(POPMAMOHHOW O0€301macHOCTH
U IPUHSTHIM MEpaM 10 UX Pa3pelleHuIO.

IloBbilIeHME 0CBEIOMIICHHOCTH PA0OTHUKOB

B pamkax  OpraHuM3alMHUKOMIUIEKCHOTONPOTHUBOAECHCTBUS  yrpo3aM  0e30MacHOCTU
uHpopmanuu, ucxoaaumm oT paboTHukoBI' BJIOY nerckuit cam Nell nomkHa MOCTOSHHO
MOBBILIATHCS
UX OCBEJJOMJIEHHOCTbH B 00J1aCTH 3aIllMThl HH(OPMALIUH.

[ToBeienune ocsegomiieHHOCTH paboTHUKOB ['BJIOY nerckuii cag Nell ocymiecTBisiercs:

no cymectByromuM B ['BJIOY  nerckmit caxg NellopraHm3zanroOHHO-pACIOPSAIUTENBHBIM
JOKyMEHTaM,

o mpumensieMbM B ['BJIOY netckuii cag Nel 1 mepam 3amuTsl nHGpOpMaInu;

10 MPaBUILHOMY HUCIIOIB30BAHUIO CPEJICTB 3aLIUTHI HHPOPMAIUH.

7  3AKIIOYEHHUE

[Ipn w3MeHeHWW ACUCTBYIOMIETO 3aKoHOmaTenbcTBa Poccuiickoit denmepamuum B obiactu
3amuThl MHPOpMAIUM, a TaKXKe OPraHU3AIMOHHO-PACTIOPAIUTENBHBIX HokKymMeHTOB [B/I0OY
nerckui cag Nell Hacrosimas IlomuThka W U3MEHEHHMS] K HEUIPUMEHSIIOTCS B 4YacTH, HE
MIPOTHUBOPEUAIICHBHOBBIIPUHITHIM 3aKOHOJATECILHBIM M HWHBIM HOPMATHUBHBIM aKTaM, a TaKke
BHyTpeHHUM JokymMeHTaMm ['BJIOY nerckuii cag Nell.

Bce TpeboBaHus, yCTaHOBIEGHHBIE JICUCTBYIOIIMM  3aKOHOAATeNbCTBOMPoccuiickoi
®denepanyu, MOA3aKOHHBIMU aKTaMU M JOTOBOPHBIMHM OTHOIIEHUSIMH, a Takxke noaxon I'BAOY
JNETCKUHI canx Nell
K 00ECIIEYEHHUI0 COOTBETCTBUS 3TUM TPEOOBAHHSAM JOJDKHBI OBITH SIBHBIM OOpa3oM OIpEIeIICHBI,
JOKYMEHTHUPOBAHBI U MOJICPKUBATHCS B AKTyaJIbHOM COCTOSIHUH.

I'BIOY nperckmit caxg Nell B mHpUHOpUTETHOM HAIpPaBJICHUH JOJDKEH paccMaTpUBATHCS
epexoy
a MPOTrPaMMHOTO OOECIIEYCHUE OTECYSCTBEHHOTO MPOM3BOIUTEINS, BKIFOYCHHOTO B €IUHBIN peecTp
POCCUHCKHX MPOTrpaMM ISl AJIEKTPOHHBIX BBIYMCIUTEIBHBIX MAIIMH U 0a3 JaHHBIX. B ToM umcie
[0 YacTU CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOpYIOBaHHS M MPOTrpaMMHO-AIIapaTHBIX CPE/ICTB
BKIJIIOUEHHBIX B EAMHBIN peecTp pocCUICKON pagrodIeKTPOHHON MPOAYKIIUH.

IlepecMoTp ¥ BHECeHHE W3MEHEHHH B HacrosAulylo [lOTUTHKY OCYIIECTBISIOTCS
Ha MEePUOIMYECKON U BHETNIAHOBOHOCHOBE.



8 CHHUCOK UCIIOJb30BAHHBIX HCTOYHHUKOB

1 ®enepanbubliizakonoT27.07.2006Ne149-03  «O6  uHbopmarmu, nHGOPMALTMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAIHHY.

2  ®epepanbubiii 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 351€KTPOHHONUTIOIITHUCH.

3 Tlocranosnenue [IpaButenbctBaPoccuiickoii®enepannnorl6.04.2012 Ne313
«O06 yrBepxaeHun [loyoxeHNsI O TUIICH3UPOBAHUH JIEATEIFHOCTH 10 pa3padoTKe, MPOU3BOICTBY,
pacrpocTpaHeHHI0 MHU(PPOBATBHBIX (KpUOTOrpaQHUUECKHX) CPEACTB, MH(POPMAIMOHHBIX CHUCTEM
UTEIEKOMMYHHUKAIIMOHHBIX ~ CHCTEM,3alllMIICHHBIX  C  HWCIOJb30BaHWEM  IIHU(POBATBHBIX
(xpunTorpau4ecKux) CpPeACTB, BBHIOJHEHHIO pabOT, OKa3aHUIO yCIyr B oOmacTh mmdpoBaHUS
nHpopmanuy, TEXHUYECKOMY 00CITyKUBAaHUIO (G poBaTbHBIX(KPUIITOTpAPHUUECKUX )
CPEICTB,MHPOPMAIIMOHHBIX CHUCTEM U TEJIEKOMMYHHMKAI[MOHHBIX CHCTEM, 3alUIIEHHBIX C
HCI0JIb30BaHNEM MIU(PPOBANBHBIX (KpUOTOrpauiyecKrX) CpeACTB (3a UCKIIOUYEHUEM Cllydasi, €ClIu
TEXHUYECKOE 00CIy)KMBaHUE IHU(PPOBANBHBIX (KpUNTOrpaduuecKUX) CpPeiCcTB, MHPOPMAIIMOHHBIX
CUCTEM
U TEIEKOMMYHMKAIIMOHHBIX CHCTEM, 3alllMIIEHHbIX C HCIHOJb30BAaHUEM IIH(PPOBAIBHBIX
(kpunrorpauyecKkux) CpeACTB, OCYIIECTBISAETCS s oOOecreueHuss COOCTBEHHBIX HYXK]
IOPUAMYECKOTO JIMIIA WIH UHIUBUAYAIBHOTO MIPEITPUHUMATES ).

4  TlocranoBnenue IlpaButensctBa Poccuiickoii®@enepanmu ot 01.11.2012 Nell19
«O6 YTBEPKJICHUH TpeOOoBaHUNK3AIUTENEPCOHATbHBIX JAHHBIXIIPUUX00pabOoTKe
BUH(OPMAIIMOHHBIXCUCTEMAX MEPCOHATBHBIXIAHHBIX).

5 Ilpukaz @AIICH ot 13.06.2001 Nel52 «OO06 yrBepxkaenun MHCTpyKuu
00 opraHuzanuu U oOecrieueHUU OE30MaCHOCTH XpaHEHUs, 00pabOTKMU U Meperauyd Mo KaHajam
CBSI3U C HCIOJIBb30BAHMEM CPEACTB KPUNTOrpauueckoil 3amuThl MHPOPMALUMK C OIpPaHUYEHHBIM
JIOCTYTIOM, HE COAEPIKAIllel CBEICHUH, COCTABIIAIONIUX IrOCYAApPCTBEHHYIO TAUHY».

6 Ilpukaz @OCBH Poccum ot 09.02.2005 Ne66 «OOyTBepxkaeHun I[lomoxeHus
0 pa3paboTKe, MPOU3BOJICTBE, PEATH3allU U IKCIUTyaTalluu MU(POBATBHBIX (KPUMTOTPAPUISCKUX)
cpeact 3anuthl nHopmarmu (ITomoxennelIK3-2005)».

7 IIpukaz ®CTOK Poccum ot 11.02.2013 Ne 17«06 yTBepkacHUN TPeOOBAHHA O 3aIIUTE
uH(pOpMaLUY, HE COCTABJAIOLICH TOCYIapCTBEHHYIO TailHy, coepiKalleicss B rocyJapCTBEHHBIX
MH()OPMALIMOHHBIX CUCTEMAXY.

8 IIpukaz ®CTIK Poccum ot 18.02.2013 Ne 21«00 yTBEep>KIECHUU COCTaBa U COJEP KaHUS
OpPraHU3allMOHHBIX U TEXHUYECKMX Mep MO O0eCle4YeHUI0 0e30MaCHOCTH NEPCOHAIbHBIX JaHHBIX
pu ux o0paboTke B MHPOPMALMOHHBIX CUCTEMAX NIEPCOHAIBHBIX JAHHBIX).

9 IIpukaz ®Cb Poccum ot 10.07.2014 Ne378«O06 yrBepxaeHuu CocraBa W colaepKaHUs
OpPraHU3allMOHHBIX U TEXHUYECKHX Mep MO O0eClevyeHUI0 0e30MacHOCTH NEPCOHANbHBIX JaHHBIX
npu ux o0paboTke B MH(OPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX JaHHBIX C HCIOJIb30BAHUEM
CpeACTB  KpunTorpaduueckod 3amurbl HMHGOPMAIMM, HEOOXOJUMBIX JUIS  BBIIOJHEHUS
ycraHoBieHHbIX [IpaBurensctBom Poccuiickoit denepanuu TpeGoBaHUM K 3allUTe MEPCOHATIBHBIX
JAHHBIX
JUISL KQXKJI0TO U3 YPOBHENU3AUTUILICHHOCTHY.

10 TOCT P 51624-2000 «3amwura wuHGOpPMALMH. ABTOMAaTHU3UPOBAHHBIE CHUCTEMBI
B 3aLUILEHHOM HcnoJHeHUU. O0ImueTpeOoBaHus Y.

11 T'OCTP51898-2002«AcnexTsioe3onacHocTy. [IpaBunaBKiIrOueHUSIBCTAHJAPTHD.

12 TOCT P 50.1.056-2005 «Texnuueckass 3amurta HHGopMmanuu. OCHOBHBIE TEPMHUHBI
HONIPEIEIICHUS.

13 T'OCT P UCO/M3K 27001-2006 «upopmarrionHass TexHOJIOTHs. MeTOobl U cpeAcTBa
6e3omacHocTH. CUCTEMbI MEHEKMEHTa UH(POpMaIMOHHOM 6e30nacHocTU. TpeboBaHMs».

14 TOCT P 50922-2006 «3amuta uapopmanuu. OCHOBHbIE TEPMHUHBI HOTIPEIEIICHUS.

15 TOCT P 51275-2006 «3amura uHpopmanuu. OObekT uHpopMaTH3auuu. DaxTopBhI,
BO3/IeHCTBYIONIME HAa HHPOopMaLUio. OOIINENn0I0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «WHbopmarnrioHHass TEXHOJOTHS. MeToIbl



u cpenctBa obecneueHust OesomacHocTH. Yacte 5. PyKoBOACTBO 1O  MEHEIKMEHTY
0€3011aCHOCTHCETH.

17 TOCT P HCO/TO  13569-2007 «®dunancoBele  yciyru. PexomeHmanuu
10 HHPOPMAITMOHHOWOE30TTaCHOCTHY.

18 T'OCT P UCO/M3K 27005-2010 «MupopmManmoHHas TeXHOJIOTHL. MeTo/bl U CpeicTBa
obecrieyeHns 6e30macHOCTH. MEeHeKMEHT prcka HH(POPMAITMOHHOH 0€3011acHOCTHY.

19 T'OCT P UCO/M3K 27004-2021 «MudpopmanronHas TeXHOJIOTHS. MeTOIbI U CpeicTBa
obecrieyenns Oe3omacHOCTH. MeEHEMKMEHT HMH()OPMAMOHHONW 0e30macHOCTH. MOHUTOPHHT,
OIICHKA 3aIIMIIICHHOCTH, aHAIN3 U OLICHUBAHHEY.

20 T'OCT P 51897-2021 «MenemkMeHT pucka. TepMUHBI HOTIPEACTICHUSY.

21 TOCT P 52069.0-2013 «3ammura wuapopmanmu. Cucrema craHgaptoB. OCHOBHBIE
TIOJIOKEHHSI.

22 Konnenmus MH(POPMAIMOHHOM 0e30macHOCTH WCTIOJTHATEIBHBIX OpraHoB
rocynapcrBenHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.

[IOKYMEHT MOATMWUCAH 3/IEKTPOHHOM MOANUCHIO

FOCYAAPCTBEHHOE BHODKETHOE AJOLUKOJIbHOE OBPA30BATEJ/IbHOE 23.06.23 09:34 (MSK) CepTudmkat 98EBF41F400D807FCABDC3FFOBB79F62
YUYPEXXAEHVE AETCKWUIA CAZ N2 11 MPMMOPCKOIO PAOHA

CAHKT-NETEPBYPIA, 30/I0TAPEHKO EJIEHA ANIEKCAHZIPOBHA, UcnonHsioLumii

o0bsa3aHHOCTM 3asegyrouero




